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START OF CHANGES
**** CHANGE 1
5.8.2
Subscriber privacy related requirements to UDM and SIDF

The SIDF is responsible for de-concealment of the SUCI and shall fulfil the following requirements:

-
The SIDF shall be a service offered by UDM.
-
The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI. 

The Home Network Private Key used for subscriber privacy shall be protected from physical attacks in the UDM. 


The UDM shall hold the Home Network Public Key Identifier(s) for the private/public key pair(s) used for subscriber privacy.

The algorithm used for subscriber privacy shall be executed in the secure environment of the UDM.
**** CHANGE 2
6.12.4
Subscription identification procedure

The subscriber identification mechanism may be invoked by the serving network when the UE cannot be identified by means of a temporary identity (5G-GUTI). In particular, it should be used when the serving network cannot retrieve the SUPI based on the 5G-GUTI by which the subscriber identifies itself on the radio path.

The mechanism described in figure 6.12.4-1 allows the identification of a UE on the radio path by means of the SUCI.
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Figure 6.12.4-1: Subscription identifier query

The mechanism is initiated by the AMF that requests the UE to send its SUCI.

The UE shall calculate a fresh SUCI from SUPI using the Home Network Public Key, and respond with Identifier Response carrying the SUCI. The UE shall implement a mechanism to limit the frequency at which the UE responds with a fresh SUCI to an Identifier Request for a given 5G-GUTI.

NOTE 1:
If the UE is using any other scheme than the null-scheme, the SUCI does not reveal the SUPI. 

AMF may initiate authentication with AUSF to receive SUPI as specified in clause 6.1.3. 

In case the UE registers for Emergency Services and receives an Identifier Request, the UE shall use the null-scheme for generating the SUCI in the Identifier Response.

NOTE 2: 
Registration for Emergency does not provide subscription identifier confidentiality.
**** CHANGE 3 
6.12.5
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. When the Home Network Public Key is used for encryption of SUPI, the SIDF shall use the Home Network Private Key that is securely stored in the home operator's network to decrypt the SUCI. The de-concealment shall take place at the UDM. Access rights to the SIDF shall be defined, such that only a network element of the home network is allowed to request SIDF.
NOTE: 
One UDM can comprise several UDM instances. The Routing Indicator in the SUCI can be used to identify the right UDM instance that is capable of serving a subscriber.
**** CHANGE 4 
6.2.2.2
Keys in the UE

For every key in a network entity, there is a corresponding key in the UE.

Figure 6.2.2-2 shows the corresponding relations and derivations as performed in the UE.
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Figure 6.2.2-2: Key distribution and key derivation scheme for 5G for the UE

Keys in the USIM

The USIM shall store the same long-term key K that is stored in the ARPF. 

During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME.

If provisioned by the home operator, the USIM shall store the Home Network Public Key used for concealing the SUPI.

Keys in the ME

The ME shall generate the KAUSF from the CK, IK received from the USIM. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3. 

When 5G AKA is used, the generation of RES* from RES shall be performed by the ME.

Storage of the KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME.
The ME shall perform the generation of KSEAF from the KAUSF. If the USIM supports 5G parameters storage, KSEAF shall be stored in the USIM. Otherwise, KSEAF shall be stored in the non-volatile memory of the ME.
The ME shall perform the generation of KAMF. If the USIM supports 5G parameters storage, KAMF shall be stored in the USIM. Otherwise, KAMF shall be stored in the non-volatile memory of the ME.
The ME shall perform the generation of all other subsequent keys that are derived from the KAMF. 
Any 5G security context, KAUSF and KSEAF that are stored at the ME shall be deleted from the ME if:

a)
the USIM is removed from the ME when the ME is in power on state;

b)
the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;

c)
the ME is powered up and the ME discovers that there is no USIM is present at the ME.

END OF CHANGES
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